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For the purposes of this Schedule, references to Contractor(s) shall
include the Contractor, its employees, officers, associates, and/or
approved sub-contractors and employees, officers, and associates of
approved sub-contractors.

For the purposes of this Agreement “Confidential Information” means:

(a) all communications and instructions from WorkplaceNL respecting
the Services;

(b) all information acquired by the Contractor respecting policy
development, consideration and development, business decisions,
internal deliberations, discussions and considerations and any
other aspect of the decision-making process of WorkplaceNL;

(c) all oral, written, electronic, and machine readable information and

data and any accompanying supporting materials and

documentation, including without limitation, materials, documents,
reports, databases, information and data of whatever nature and
kind concerning WorkplaceNL, WorkplaceNL employees, injured
workers or employers, disclosed directly or indirectly to the

Contractor during the performance of the Services or in any way

related thereto;

all personal information, as defined under the Access to

Information and Protection of Privacy Act, 2015, SNL 2015 c. A-

1.2, as amended, (“ATIPPA”) and the Personal Health

Information Act, SNL 2008, c. P-7.01, as amended, (“PHIA”) which

is, directly or indirectly, disclosed to or collected by the Contractor

during the performance of the Services or in any way related
thereto;

all information that is developed based upon Confidential

Information including the work product of the Contractor; and

(f) Confidential Information shall not include any information which:

(i) atthe time such information was provided to the Contractor was
or thereafter became part of the public domain through no act
or omission of the Contractor or its representatives; or

(i) is information which the Contractor can show possession of prior
to the date of the Agreement and which was received or
developed by the Contractor free of obligations of
confidentiality to WorkplaceNL.
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The Contractor shall not directly or indirectly collect Confidential
Information in the performance of the Services unless the collection is
necessary to carry out the duties associated with the Agreement.

The Contractor shall only use the Confidential Information acquired in
the performance of the Services for the purposes specified in the
Agreement, and shall not permit the use of the Confidential Information
for any other purposes.

The Contractor shall treat all Confidential Information acquired by the
Contractor in the performance of the Services as privileged and
confidential and shall not directly or indirectly disclose the same to any
person or persons at any time without the express written approval of
WorkplaceNL, unless required to do so by law. In the event that such
disclosure is required, the Contractor shall notify WorkplaceNL prior to
the disclosure to provide an opportunity to restrain the disclosure.

Upon request by WorkplaceNL, the Contractor shall provide to
WorkplaceNL and solely to WorkplaceNL all Confidential Information
acquired during the performance of the Services, or shall, at the request
of WorkplaceNL, destroy any and all copies and versions of the
Confidential Information in the possession and/or control of the
Contractor and shall certify the destruction of same to WorkplaceNL.
The Contractor shall retain copies of Confidential Information only to
the extent required by law and applicable professional standards.

To assist and further ensure compliance with the Agreement, the
Contractor shall have in place and follow the appropriate systems,
processes, protocols and policies to maintain the physical and
electronic security of all Confidential Information, which are acceptable
to WorkplaceNL and consistent with all applicable privacy legislation,
including but not restricted to the following:
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(a) at a minimum, using the same level of physical and electronic
security as the Contractor employs to avoid disclosure or
dissemination of the Contractor’s own confidential information, to
prevent the disclosure of any of the Confidential Information to any
third party, or to any of its employees, officers, associates, and/or
approved sub-contractors other than those who are required to
have access to properly perform the Services under the Agreement;
establish and maintain security policies, standards and safeguards
to prevent unauthorized access, collection, use, disclosure or
disposal of the Confidential Information;

prior to execution of the agreement, provide to WorkplaceNL copies

of its policies and standards in relation to confidentiality, conflict of

interest, and collection, storage, transfer, copying, modification,
use, disclosure, disposition, and access of information;

(d) advise WorkplaceNL of any changes in its security systems,
procedures, practices, policies and standards that may affect the
Confidential Information and seek WorkplaceNL’s written consent
prior to such changes;

(e) complete training relating to PHIA which WorkplaceNL deems
necessary, in WorkplaceNL'’s sole discretion;

(f) report to WorkplaceNL at least annually, but more often if required

by WorkplaceNL, the status of its security measures and any further

measures that may be taken to ensure confidentiality is maintained;
and

satisfaction of the foregoing commitments includes, but is not

restricted to, compliance with the requirements set out in the

Protocols for Security of WorkplaceNL Information on Information

Technology Assets (“Protocols”) which forms part and parcel of this

Schedule, unless otherwise advised by WorkplaceNL, and this

includes:

(i) complying with all alterations or updates of the Protocols as
may be provided to the Contractor from time to time; and

(i) adhering to any additional instructions (including oral
instructions) from WorkplaceNL as it relates to the subject
matter contained in the Protocols and this Schedule.
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The Contractor shall only disclose Confidential Information to persons
other than its approved employees, officers, associates, and/or sub-
contractors with the prior written consent of WorkplaceNL, and then
only to those persons who need to know the information in order to carry
out the duties associated with the Agreement and only after confirming
that such persons agree to comply with the provisions of the Agreement
including the requirements set out in the Protocol by requiring such
persons to execute the Declaration of Confidentiality/Conflict of Interest
attached to the Agreement.

The Contractor shall:

(a) notify WorkplaceNL promptly of any unauthorized possession, use

or knowledge, or attempt thereof, of Confidential Information in the

possession of the Contractor, including but not limited to data
processing files, transmission messages or other Confidential

Information by any person or entity which may become known to

the Contractor;

promptly furnish to WorkplaceNL full details of the unauthorized

possession, use or knowledge, or attempt thereof, and assist

WorkplaceNL in investigating or preventing the recurrence of any

unauthorized possession, use or knowledge, or attempt thereof, of

Confidential Information;

(c) use reasonable efforts to cooperate with WorkplaceNL in any
litigation and investigation against third parties deemed necessary
by WorkplaceNL;

(d) promptly use all reasonable efforts to mitigate the damages related
to the unauthorized use, possession, or knowledge and to prevent
a recurrence of any such unauthorized possession, use or
knowledge of Confidential Information; and

(e) follow the privacy breach protocol of the Government of
Newfoundland and Labrador as it exists at the time of the breach as
per the ATIPPA website: www.gov.nl.ca/atipp/
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Protocols for Security of WorkplaceNL Information
on Information Technology Assets

These requirements apply to the Contractor and all employees, officers, associates, and/or approved sub-
contractors of the Contractor, and it is the responsibility of the Contractor to ensure that all such employees,
officers, associates, and/or approved sub-contractors are aware of these restrictions and are in compliance
herewith.

GENERAL

e Portable storage devices or media (e.g., flash drives, memory sticks, portable hard drives, writeable
compact discs or digital video discs, etc.) may only be used to transport and/or store Confidential
Information where either the Confidential Information or the device or media is encrypted.

e Contractors must implement and maintain up to date versions of all ordinary business software for the
reasonable protection of information on computers attached to the Internet which will have access to or
store Confidential Information, including security firewall and anti-viral software.

¢ Confidential Information must be transferred using a secure, encrypted transfer mechanism that is
approved by WorkplaceNL.

e Contractors are not permitted to store Confidential Information in cloud services (e.g., Onenote, etc.).

o When accessing WorkplaceNL networks externally, Contractors will use an encrypted multi-factor VPN
connection that will be supplied by WorkplaceNL.

USE OF APPROVED DEVICES ON WORKPLACENL NETWORK

The following protocols apply to computing devices (desktop, laptop, mobile or other device) that have been
approved for use on the WorkplaceNL network (Network). This may be a WorkplaceNL-issued device.

e The Contractor will permit WorkplaceNL to access and audit the device and all WorkplaceNL records
on the device:

o to validate the security of the device or for maintenance or security of the Network.

o to add, remove, update and/or block any content, technical or otherwise, necessary for the
maintenance or security of the Network or Confidential Information.

o to determine if the device or inappropriate use of the device had adversely impacted the Network
or Confidential Information.

o torespond to an Access to Information and Protection of Privacy or legal discovery request.
e Itis not permissible to:

o use the Network or device for illegal purposes, for personal gain or to contravene legislation,
policies, directives or standards.

o attempt to gain unauthorized access to the Network or to initiate or participate in any activity that
negatively impacts the Network’s security or performance.

o share personal computer drives or folders on a computer accessing the network.

o access the network remotely, either through wired or wireless connections, except through the use
of a WorkplaceNL provisioned VPN connection with multi-factor authentication.
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o copy or transfer personal or Confidential Information from the Network to any media without the
prior written approval of the business owner and/or the Director responsible for Information
Technology Services. If copying or transferring personal or Confidential Information from the
Network to any media is approved, then proper WorkplaceNL security procedures and protocols
must be followed in the copying or transferring of that information.

The Contractor must:

o securely manage and protect Network and device usernames and passwords.

o take reasonable precautions to prevent the introduction of viruses, SPAM or other malicious
content.

o immediately notify the IT Service Desk (service.desk@workplacenl.ca or 709.778.1555) if potential
harm to the Network or any device is known or suspected.

There is no reasonable expectation of privacy when using the Network or when accessing Confidential
Information. Equipment and resources will be monitored and/or searched, where necessary, by those
authorized to do so on behalf of WorkplaceNL or law enforcement agencies.

Where a determination is made that the Network or Confidential Information on the device could be or
has been used for an improper or illegal purpose, WorkplaceNL may forward the device or information
to law enforcement agencies for investigation.

WorkplaceNL is within its rights to deny or sever access to the Network or application if the Contractor
is found to be in violation of any protocol outlined herein.

WorkplaceNL devices must be returned to a manager or direct supervisor upon departure from
WorkplaceNL.

USE OF NON-WORKPLACENL DEVICES

Unless specifically separately authorized by the Contractor's Agreement or otherwise, the Contractor is
not permitted to attach non-WorkplaceNL computers or other information technology systems to any
WorkplaceNL network. (e.g., plug your computer directly into a Network jack in a WorkplaceNL building).

To obtain access to the Network, the Contractor must submit a request in writing to WorkplaceNL'’s
Security Manager. If permission is granted, the Contractor must adhere to the terms and conditions of
the Security Manager.
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